I( )

/00000 gooodouoooo

oty
taiji @ihara.co.jp

Jubggbtgdotubogdn

gopooobooo (phooobDbO)-p1/48



Joooodbooododooooddood
U dbbbotdubootoootdbbobogtdubood
U bbbttt dbood

U bbbttt oooudood
Jooogdubooodd

U bbbttt ood
U bbbttt ood

gobooobooonD «pbooobDOd)-p.2/48



Joooooobobon
Jooooboboooobobooddd

Joooooobobon
Joooboboboooboboodddd

Jogobobobooboobobobooodddd

Jdobooobbodotddddund
Joooobobboboobobobooodddddtddn
Jogobobooooboboodddtdtdndn

Jdduoboooboboogdtd
Jooooboboobobbboooboboodddd

goooooonD «pbooobDbd)-p3/48



goooood

#i ncl ude <stdi o. h>

i nt mai n(voi d)

{
char buf[ 64];

get s(buf);
put s(buf);
return O;
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00000000 secure000.c

#i ncl ude <stdi o. h>

i nt mai n(voi d)

{
char buf[ 64];
fgets(buf, sizeof (buf),
put s(buf);
return O;

}

stdin);

[+ gets ODO0OOO

* |
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00000000 secure000.c

#i ncl ude <stdi o. h>

i nt mai n(voi d)

{
char buf[ 64];

gets_s(buf, sizeof (buf));
put s( buf);
return O;

}
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goooood

#i ncl ude <stdio. h>
#i ncl ude <string. h>
int main(int argc, char *argv[])
{
char buf[64] = "";
if (argc == 2+1) {
strcpy(buf, argv[1]);
strcat (buf, "/");
strcat (buf, argv[2]);
}
put s(buf);
return O;
}
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00000000 secure001.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

int main(int argc, char *argv[])

{

char buf[64] = "";

I f (argc == 2+1) { /* strlcpy, strlcat DOOOO
strlcpy(buf, argv[1], sizeof (buf));
strlcat(buf, "/", sizeof (buf));
strlcat (buf, argv[2], sizeof(buf));

}

put s( buf);

return O;

}

* [

gobooobooonD «pbooobDbd)-ps48



00000000 secure002.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

[+ stricpy ODOOOOOO */
#define strlcpy(d, s, z) do {\
strncpy(d, s, z);\
if ((z) > 0)\
di(z)-1] ="'\0";\
} while (0)

[+ strlcat OOOOOOO =/
#define strlcat(d, s, z) strncat(d,

int main(int argc,

{

} [+ DO0DD0OO0O0O00O0OO0ODOOObOOoOooO

char *argv[])

S,

* |

(z)-strlen(d)-1)

gobooooonD «pbooobDbd)-po4s



OO00000000D0OD0O D secure002.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

[+ stricpy ODOOOOOO */
#define strlcpy(d, s, z) do {\
strncpy(d, s, z);\
if ((z) > 0)\
di(z)-1] ="'\0";\
} while (0)

[« strlicat OODOOOOO */
#define strlcat(d, s, z) do{ /= ODOODODOOO =/\

if ((z) > strlen(d)) \
strncat(d, s, (z)-strlen(d)-1); \
} while (0)

i nt main(int argc, char *argv[])

{

} o/ OO0D0O00O0O00O0DOOOOOOO «/

gpooooooo

(000000 0)-p.10/48



OO0004dn strepy, streat O O O O secure003.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <stdlib. h>

int main(int argc, char *argv[])

{
char *buf = NULL;
i f (argc == 2+1) {
buf = malloc(strlen(argv[1l]) + 1 + strlen(argv[2]) + 1);
if (buf) {
strcpy(buf, argv[1]);
strcat (buf, "/");
strcat (buf, argv[2]);
}
}
put s(buf);
return O;
}

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <stdlib. h>

int main(int argc, char xargv[])

{ . .
int i;
#define LEN 16
char str[LEN], =buf

strcpy(str, "0123456789abcdef");

= NULL;

buf = malloc(strlen(str));

if (buf) {

for (i=1; i<=LEN,
buf[i] = str[i]

buf[i] = "\0";

}

put s( buf);

for (i=0; i<=argc;
puts(argv[i]);

return O;

| ++)

I ++)

gpooooooo
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00000000 secure004.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <stdlib. h>

int main(int argc, char xargv[])

{ /I~ DO00DOO0O0OD01000000000... */
int i;
char str[16], =*buf = NULL;

strncpy(str, "0123456789abcdef", sizeof(str)-1);

str[sizeof(str)-1 = '\0";
buf = malloc(strlen(str)+1);
if (buf) {

for (i=0; i<sizeof(str)-1; i++)
buf[1] = str[i];

buf[i] = "\0";

}

put s(buf);

for (i=0; i<argc; i++)
puts(argv[i]);

return O;

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

i nt mai n(voi d)
{
#defi ne LEN 16
char a[LEN], Db[LEN], c[LEN«2];

strcpy(a, "0123456789abcdef");
strcpy(b, "0123456789abcdef");
strcpy(c, a);

strcat(c, b);

puts(c);

return O;
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strncpy, strncat

00000000 secure005.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

i nt mai n(voi d)
{
#defi ne LEN 16
char a[LEN], Db[LEN], c[LEN«2];

strncpy(a, "0123456789abcdef", sizeof(a)); a[sizeof(a)-1]="\0";
strncpy(b, "0123456789abcdef", sizeof(b)); b[sizeof(b)-1]="\0";
strncpy(c, a, sizeof(c)); c[sizeof(c)-1] ="'\0;

strncat(c, b, sizeof(c)-strlen(c)-1);

puts(c);

return O;
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stricpy, stricat

00000000 secure006.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

i nt mai n(voi d)
{
#defi ne LEN 16
char a[LEN], Db[LEN], c[LEN«2];

strlcpy(a, "0123456789abcdef", sizeof(a));
strlcpy(b, "0123456789abcdef", sizeof(b));
strlcpy(c, a, sizeof(c));

strlcat(c, b, sizeof(c));

puts(c);

return O;
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memcpy

goooood

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

char buf[] = "0123456789abcdef";

I nt get buf(char =*str)

{
mencpy(buf, str, strlen(str));
return O;
}
int main(int argc, char *argv[])
{
I f (argc == 1+1) {
get buf (argv[1]);
}
put s( buf);
return O;
}
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00000000 secure007.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

char buf[] = "0123456789abcdef";
I nt get buf(char =*str)
{
size t sz = strlen(str); /+ nencpy UOOOOOOOOOOOOOO0O =/
mencpy(buf, str, (sizeof(buf)-1 <= sz ? sizeof(buf)-1: sz));
return O;
}
int main(int argc, char xargv[])
{
I f (argc == 1+1) {
get _buf (argv[1]);
}
put s( buf);
return O;
}

gpooooooo
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00000000 secure007.c

#i ncl ude <stdi o. h>
#i ncl ude <string. h>

[« 000 mencpy_s OO0OD0O0O DOODOODODOO =/

#define nmencpy_s(d, dz, s, sz) nmencpy((d), (s),
char buf[] = "0123456789abcdef";
I nt get buf (char =*str)
{
size_t sz = strlen(str);
mencpy_s(buf, sizeof(buf)-1, str, sz);
return O;
}
int main(int argc, char xargv[])
{
I f (argc == 1+1) {
get buf(argv[1]);
}
put s( buf);
return O;
}

((dz) <=(sz)?(dz): (s2)))

gpooooooo
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goooood

memmaove

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <stdlib. h>

struct {
char buf[16+1], foo[ 16+1];
} bar = {
"0123456789abcdef", "kkkkkkkkkkkkkk kx|
}
int main(int argc, char xargv[])
{
If (argc == 3+1) {
int d = atoi(argv[l]), s = atoi(argv[2]),
if (d<O0|] s<O0]|] I <0) return 1;
memmove( bar . buf +d, bar. buf+s, [|);
}
put s(bar. buf);
return O;
}

atoi (argv[3]);

gpooooooo
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00000000 secure008.c

<stdi 0. h>
<string. h>
<stdlib. h>

#i ncl ude
#i ncl ude
#i ncl ude

x/
(s),

/[ 000 nmemmove s 00000 OOOOOOOOOO
#defi ne nmemmove_s(d, dz, s, sz) nmemove((d),

struct {
char buf[16+1],
} bar = {
"0123456789abcdef ",

foo[ 16+1];

"****************"1

'

int main(int argc,

{

char =argv[])

I f (argc
int d =

== 3+1) {
atoi (argv[1l]), s = atoi(argv[2]), | =
if (d <0 ||
nmemove_s( bar . buf +d,

}
put s(bar. buf);

return O;

s <0]] I <0) return 1;

si zeof (bar. buf)-d, bar. buf +s,

((dz)<=(sz)?(dz):

atoi (argv[3]);

1) ;

(s2)))

gpooooooo
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double **mat (int M int N)
{

int i;

doubl e **m

m = (doubl e **)mal | oc(si zeof (doubl e *)*M;
for (i=0; i<M i++)

mi] = (double »)nmall oc(sizeof (doubl e)*N);
return ni

}

int main(int argc, char xargv[])

{
int i, j, n = 3;
doubl e *xa, =*xb, =*=*c;
I f (argc == 1+1) {
n = atoi(argv[1]);
if (n <0) return 1;

}
a=mt(n, n); b=mt(n, n); ¢ = mat(n, n);

gpooooooo
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00000000 secure009.c

double **mat (int M int N)
{ . .
int i;
doubl e **xm
m = (doubl e *x)nmal | oc(si zeof (double *)*M;
if ('m
return NULL;
for (i=0; i<M 1i++) {
nMi] = (double *)malloc(sizeof (doubl e)*N);
ifoCtnfi]) {
do free(nf--i]); while (i != 0);
free(m;
return NULL;
}
}
return m
}
a=mt(n, n); b=mt(n, n); ¢ = mt((n, n);
/[ 000000000 00000a «/
if (ta|] 'b || 'c) { fprintf(stderr, "malloc failed\n"); return 1; }
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goooood

void mat_ mult _mat(int M int N int L,
{
int i, j, k;
for (i=0; I<M i++)
for (j=0; j<L; j++)
for (k=0; k<N, k++)
\ c[i][J] +=a[i][kl*b[K][j];
i nt mai n(voi d)
int i, j;
double **a = mat (3, 3), **b = mat (3,
unit_mat (3, 3, a);
unit_mat (3, 3, b);
mat mult mat (3, 3, 3, a, b, c);
for (1i=0; i<3; i++) {
for (j=0; j<3; j++)
printf("% ", c[i][j]);
printf("\n");
}
return O;
}

doubl e **a, double **b, double *=*c)

3), **c = mat(3, 3);
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00000000 secure010.c

void mat_nmult _mat(int M int N,
{
int i, j, k;
for (i=0; I<M i++)
for (j=0; j<L; j++)

for (cl[i][j] = 0, k=0; k<N, k++)

c[i]l[J] += a[i][k]*b[k][]];

} /+» D000 0O0O0O0O0O0O0O0O0OO0OO0OOOO0
i nt mai n(voi d)

* |

int i, j;

double **a = mat(3, 3), **b = mat(3, 3), **c =

unit_mat (3, 3, a);

unit_mat (3, 3, b);

mat _mult mat (3, 3, 3, a, b, c¢);

for (1i=0; i<3; i++) {
for (j=0; j<3; j++)

printf("% ", c[i][j]);

printf("\n");

}

return O;

}

int L, double *+a, double *+b, double *=*c)

mat (3, 3);

gpooooooo
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struct list {
char buf[1024];
struct |ist *next;

} xlist_p = NULL; /+ O00D0O0O0DOOODOOOO =/
struct list *list_append(struct list item
{

struct list *me = mall oc(sizeof(struct list));

if (!'me) return NULL

*me = item
me->next = list_p;
return (list_p = ne);
}
void list free(void)
{
struct list =p;
p =1list_p;
while (p) {
free(p);
p = p->next;
}
}

gpooooooo
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guoodooooooom

void list_print(void)
{

struct list =p;

p = list_p;
while (p) {
printf("%", p->buf);
p = p->next;
}
}
i nt mai n(voi d)
{

struct list item

whil e (fgets(item buf, sizeof(item buf),
if (!'list_append(item)
return 1,
}

list _print();
list free();
return O;

stdin)) {

gpooooooo
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0000000 D secure01l1.c

struct list {
char buf[1024];
struct |ist *next;

} xlist_p = NULL; /+ OO0O0OOD0OO0OO0OO0O =*/

struct list *list_append(struct list item

struct list *me = mall oc(sizeof(struct list));

{
if (!'me) return NULL
*me = item
me->next = list_p;
return (list_p = ne);
}
void list free(void)
{
struct list *p, =q;
p =1list_p;
while (p) {
g = p->next;
free(p);
P =4

} /I~ ODO00O0O0ODOODOOOOO
}

*/

gpooooooo
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guooooon

struct list {
char =*str;
struct |ist *next;
} *list_p = NULL, *list_q = NULL; /+ OOOODOO

struct list *list_append(struct list item

{

struct list *me = mall oc(sizeof(struct list));

if (!'me) return NULL

*me = item

me->next = list_p;

return (list_p = ne);
}

struct list xlist_prepend(struct list item

void list _free(void)

{

struct list *p, =q;

for (p=list_p; p; p=a) {
g = p->nhext;
free(p->str);
free(p);
}
}

*/

gpooooooo
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guoodooooooom

void list_print(void)

i nt mai n(voi d)

{
char buf[1024];
struct list item

whil e (fgets(buf, sizeof(buf), stdin)) {

itemstr = malloc(strlen(buf)+1);
if (itemstr)
strcpy(itemstr, buf);
if (!'list_append(item)
return 1,
if ('list_prepend(item)
return 1;
}

list_print();
list_free();
return O,

| *

guoooooooooon

*/

gpooooooo
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0000000 D secure012.c

struct list {
char =*str;
struct |ist =*next;

} *list_p = NULL, *list_q = NULL; /+ OOOODOO

struct list *list_append(struct list item

{

struct list *me = mall oc(sizeof(struct list));

if ('me) return NULL;

me->str = strdup(itemstr); /+ OO00O0D0OO0OOODOOOOO

me->next = |ist_p;
return (list_p = ne);

}

struct list *list_prepend(struct list item

void |ist _free(void)

{

struct list *p, =q;

for (p=list_p; p; p=0q) {
q = p->next;
free(p->str); /+ ODOODOOOOOOOOOO
free(p);

}
} /+ 000000000000 «/

*/

*/

*/

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>

int main(int argc, char xargv[])
{

unsi gned short | en;

char »buf = NULL;

I f (argc == 2+1) {
|l en = strlen(argv[1l]) + strlen(argv[2]);
buf = malloc(len + 1);
if (!buf) return 1;
strcpy(buf, argv[1]);
strcat (buf, argv[2]);
}
put s( buf);
return O;

gpooooooo
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00000000 secure013.c

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>

int main(int argc, char xargv[])

{

size t len; /> OOOOOOO =/
char *buf = NULL;

I f (argc == 2+1) {
len = strlen(argv[1l]) + strlen(argv[?]);
buf = malloc(len + 1);
if (!buf) return 1;
strcpy(buf, argv[1]);
strcat (buf, argv[?2]);
}
put s(buf);
return O;

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>

#def i ne BUF_SI ZE 8

int main(int argc, char xargv[])
{

i nt |en;

char buf[BUF_SI ZE] = "";

If (argc == 2+1) {
|l en = atoi(argv[1]);
if (len < BUF_SI ZE)
mencpy(buf, argv[2], len);
}

put s(buf);
return O;

gpooooooo
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00000000 secure0l4.c

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>

#def i ne BUF_SI ZE 8

int main(int argc, char *argv[])

{
i nt |en;
char buf[BUF_SIZE] = "";
If (argc == 2+1) {
|l en = atoi(argv[1]);
If (0O <len && len < BUF_SIZE) /+ DOOOOOOOO =/
mencpy(buf, argv[2], len);
}
put s(buf);
return O;
}

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void error_exit(char *nme, char *nsgQ)

{

}

fprintf(stderr, "%: %\n", nme, nseQg);
exit(l);

int main(int argc, char *argv[])

{

char nsg[ 64];

I f (argc == 1+1) {

sprintf(msg, "lllegal option(%)", argv[l1]);
error_exit(argv[0], nsQ);

}

return O;

gpooooooo
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00000000 secure015.c

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void error_exit(char *nme, char *nsgQ)

{
fprintf(stderr, "%: %\n", nme, nseQg);
exit(l);

}

int main(int argc, char xargv[])

{

char nsg[ 64];

I f (argc == 1+41) { /* snprintf OOOO0O =*/
snprintf(nmsg, sizeof(nmsg), "lllegal option(%)", argv[1l]);
error_exit(argv[0], nsQ);

}

return O;

}
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00000000 secure015.c

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void error_exit(char *nme, char *nsgQ)
{
fprintf(stderr, "%: %\n", nme, nsQ);
exit(l);
}
int main(int argc, char *argv[])
{
char nsg[ 64];
if (argc == 1+41) { /* snprintf OOOOOOOOO... */
sprintf(nmsg, "Illegal option(%=*s)",
error_exit(argv[0], nsQ);
}
return O;

} /I O0O00 nseg OO0DOO0ODOOODOOOO

*/

(int)sizeof (nmsg)-(16+1),

argv[1]);

gpooooooo
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goooood

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void error_exit(char *me, int error_no,
{
char »fm[] = {
"Us: file % not found\n",
"08: file % not readabl e\n",
}, buf[1024];
snprintf(buf, sizeof(buf), fnt[error_no],
fprintf(stderr, buf);
exit(l);
}
int main(int argc, char xargv[])
{
I f (argc == 1+1) {
error_exit(argv[O0], 1, argv[1]);
}
return O;
}

e,

char =i nfo)

I nfo);

gpooooooo
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00000000 secure015.c

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

void error_exit(char *ne,

{

int error_no, char =*info)
char =fnmt[] = {

"0s: file % not found\n",

"U6. file % not readable\n",
}, buf[1024];
snprintf (buf,
fprintf(stderr,
exit(l),; /=

si zeof (buf),
"os8", buf);
doodudoooodoooudoooooood

fmt[error_no], ne, info);

}

int main(int argc,

{

char xargv([])

I f (argc 1+1) {
error_exit(argv[O],

}

return O;

1, argv[1]);

}

*/

gpooooooo
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goooood

#i ncl ude <stdi o. h>

I nt main(int argc,

{

char nane[ 8+1] =

if (argc == 1+1)
sscanf (argv[ 1],

}

put s( nane) ;

return O;

char =argv[])

{

"U8", nane);

gpooooooo
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00000000 secure015.c

#i ncl ude <stdi o. h>
int main(int argc, char xargv[])

{

char

name[ 8+1] = ;

i f (argc 1+1) {
sscanf (argv[ 1],

"U8s", nane); /=*

}
put s( nane) ;
return O;
} /> 00000000000 O0DOO0000DOOOO00000on

gobboooboon

*/

* [

gpooooooo
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goobggon

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

int irand(int |b, int ub)

{
return Ib + (rand()%ub - Ib + 1));
}
I nt mai n(voi d)
{
int i;
srand( (unsi gned) ti me( NULL));
for (i=0; i<10; i++)
printf("%\n", irand(0, 9));
return O;
}

gpooooooo
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DO000000000OD OO secure020.c

#i ncl ude <stdi o. h>

#i ncl ude <stdlib. h>

#include <tine. h> [+ time() =*/

#i ncl ude <sys/tinme.h> [* gettineofday() =/
int irand(int b, int ub)

{

return Ib + (int)((double)(ub -
/[« O0O0OD00O00O rand() ODOODOOOOOOODODOOOOOO

b + 1)+rand()/( RAND MAX+1.0)):
x/

/[ OO00000000000—0C000000000000000000000000
}
i nt mai n(voi d)
{ . .
int i;
struct tinmeval tm
getti neofday(& m NULL);
srand((unsigned)(tmtv_sec+tmtv_ usec)); /+ O000OOOOOOOOO
[ *sranddev() ; */ [+ DO0000000O000000000 =/
for (i=0; 1<10; i++)
printf("%\n", irand(0, 9));
return O;
}

*/

*/

gpooooooo
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#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>

int irand_r(unsigned int *seedp, int |b, int ub)

{
return Ib + rand_r(seedp)%ub - Ib + 1);

}
I nt mai n(voi d)
{ . .
int i;
unsi gned seed;
time((tinme_t *)&seed);
for (i=0; 1<10; 1++)
printf("%\n", irand r(&seed, 0, 9));
return O;
}

gpooooooo

(0000000 0)-p4si4s



DO0000000D00ODOOsecure021.c

#i ncl ude
#i ncl ude
#1 ncl ude
#1 ncl ude

int irand_r(unsigned int *seedp, int |b, int ub)

{
}

return Ib + (int)((double)(ub - Ib + 1)*rand r(seedp)/ ( RAND NMAX+1.0));

<stdi o. h>
<stdlib. h>
<time. h>
<sys/time. h>

i nt main(void)

{

int i;

unsi gned seed;

struct

gettimeofday(& m NULL);
(unsigned)(tmtv_sec+tmtv_usec);
for (i=0; i<10; i++)

printf("%\n",

seed =

return

} /= rand OOO0O0O (reentrant) O rand_r OO0O0O00DO0OOOODOOO =/

timeval tm

0;

irand_r(&seed, 0, 9));

[+ time() =/
[+ gettimnmeofday() =x/
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DO0000000D00OD OO secure022.c

#i ncl ude <stdi o. h>

#i ncl ude <stdlib. h>

#include <tine. h> [+ time() =*/

#i ncl ude <sys/tinme.h> [* gettineofday() =/

[ rand O0O0O0O0O0O randomO OO0 =/

*/

#i ncl ude <uni std. h> [+ getpid() =/
int irandon(int |b, int ub)
{
return Ilb + (random()%ub - Ib + 1));
}
i nt mai n(voi d)
{
int i;
struct tinmeval tm
getti neofday(& m NULL); [~ OO0O0000000O0 1DO0O0OOo0oOon
srandom( (unsi gned) ((tmtv_sec|tmtv_usec)*getpid()));
/ *srandondev(); */ /[~ 0000000000000 0000
for (i=0; 1<10; 1i++)
printf("%\n", irandom( 0, 9));
return O;
}

* |

gpooooooo
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